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Abstract-

In the area of medical applications, where traddiadiagnosis is being replaced by e-diagnosiss paradigm
gave birth to number of applications in healthdatristry like teleconsulting, telesurgery and tedgdosis. All
these applications require the exchange of medhitafies in digital format from one geographical tomato
another throughout the globe via a cheap and ftstark such as Internet. However, digital form oddital
image can easily be manipulated through image peieg software’s. Insurance companies, hospitaisedls
as patients might want to modify the medical imafggsa number of reasons. The tampered images raay b
used for illegal purposes. This paper represemsrithms for Dual watermarks on medical image. La@go
watermark first and Electronic Patient Record ard watermark. It save storage space, avoid deiaats,
save network bandwidth etc. Results show that théliebe increase in the accuracy of proposed syséed
gives high PSNR value.

Index Terms- DWM (Digital Watermarking), EPR (Elextic Patient Record), MIW (Medical Image
Watermarking), DWT (Discrete wavelet transform)

1. INTRODUCTION cause of a large number of medical images are being
In relation to digital image watermarking, anothegenerated in various radiology departments all over
area that is drawing attention is the multiplehe world. A vast amount of medical images nowtexis
watermarking, where multiple watermarks ardn electronic format for easy storage and transioniss
embedded into single multimedia object [11]However, medical image and the corresponding
Multiple watermarks are normally proposed as ®@atients information were stored separately novis It
method to provide extra security to an image bgasy to cause information disorder, and increase th
embedding two or more secret messages into tiséorage space. At the same time, when the medical
cover image. The goals of such schemes are images are transmitted on the Internet, the patient
propose robust watermarking technique that has tiersonal information can be easily compromised,
properties of confidentiality (only the entittedeus tampered, and the other problem of information
have access to the information), availability (@pibf ~ security. It is an urgent need of security measunes
an information system to be used in the normanhedical information system to serve these problems.
scheduled conditions of access) and reliabilityDigital watermarking has been introduced as an
Reliability can be achieved based on Integrity (theffective complementary measure to traditional
information has not been modified by unauthorize@ncryption in an attempt to solve above problems.
people) and authenticity (act as a proof that thBigital watermarking technology is a frontier resda
information belongs to the correct person). Morepvefield, and it serves an important role in inforroati
the scheme should satisfy two conflictingsecurity.

requirements. The first is that it must not introdu Watermarking has become an important issue in
any distortion in the host signal and secondly, thenedical image security, confidentiality and integri
watermark must be immune against intentional dvledical image watermarks are used to authenticate
unintentional attacks or removals. Finally, the(trace the origin of an image) and/or investigdte t
proposed scheme must be efficient in terms oftegrity (detect whether changes have been made) o
transparency (the watermark is not visible in thenedical images. One of the key problems with
image under typical viewing conditions), capacitymedical image watermarking is that medical images
(ability to detect watermarks with a low probalyilaf have special requirements. A hard requirementas th
error as the number of
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2.1. Need of Protecting Medical Infor mation

Fig.1. e-diagnosis model [30]. Telemedicine can be divided into number of medical
related technologies using computers for distant
In other scenario, he sends it to another physitian health care, for example teleradiology, telepathy,
the hospital situated in some remote location far t telecare, telesurgery, teledermatology and
second opinion, who again makes his own diagnosigleneurology [1, 2] Teleradiology is clinically
and embed the information in the image and sendieneficial and cost-effective alternate to conwal
back to the sender. This exchange of medical imaggpecialist treatment [3, 4]. It provides the
is performed through un-secure open environmeat liknfrastructure for rapid response to highly impaotta
Internet. Numbers of issues are concerned with thisedical care independent of the geographical lrarrie
exchange of patient records embedded in medic@ritically ill or injured patients can be treatemtally
images such as- by effective communication with a distant spectalis
provided by wireless technology [5]. Flexible and
1. Authentication: A proof that information belongs rapid access to expert opinion and advice at ttet po
to correct patient and is issued from right source; ~ of care is also provided with improved management
of medical resources [6].
2. Integrity: Information has not been modified byPatients requiring care would benefit from locally
un-authorized users; and provided services as they would have immediate
access to a second opinion if required. A likely
3. Confidentiality: Only entitled users have access tgcenario may be the patient in a remote locatidg w
the information. would have the exibility to call their specialigh
mobile phone could be wused to discuss the
These issues also has gained marginal attentiotodugmanagement of medical problem along with the
the availability of large number of image procegsintransmission of diagnostic images. Early methods of
software’s which can easily copy or modify thecare for patients in these locations imply
images. Thus medical images can easily be copied sansportation to hospital, assessment, admission,
tampered with for illegal purposes, for exampleliagnosis, treatment, and eventually results in the
getting fake health insurance claim from somgatient being discharged. Long journeys from remote
insurance company. Also tampering of medicalocations to a central hospital are a problem for
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families and weaken the connection with primary  Enabling providers tomprove efficiency and
health care and social services [7]. If the local 0  meet their business goals.

remote hospital has the facilities for effectivereléss

telemedicine, diagnosing or treating specialista cae Reducing costs through decreased paperwork,
know nearly as much about the patients if they are improved safety, reduced duplication of testing,
examining them directly. Admission is less complex and improved health.
and may result in fewer patients requiring admission

and treatment. This is the cost effective solufion

hospitals vvhere funding may be I|m|t¢d._0ne of th%_ FOUNDATIONS
most pressing challenges in communicating any typée METHEDOLOGY

of medical data over long distances in a wireless

environment is to maintain that the data has nenbe

changed during communication in an undesirabl8.1. Discrete Wavelet Transform
way.

Medical images are very crucial and important pért
medical information. In a number of medica

applications, medical images require special safety ) . . ;
bp 9 d P ierarchical framework for interpreting the image

ggd t(r:]c(;nf:2:(—:-;::;;:12;38nbe;:r%l\i?segmgcyal #]Jggir:aﬁmimg esinformation. At different resolutions, the detailtan

Therefore, they must not be changed in an illegitam image generally characterize different physical

way; otherwise an undesirable outcome may ens éructudref .IOf the Imagz.tA'E[ha Ilow Ievtel rtesrglurs\?n,
due to loss of essential information. ese detalls correspond fo the farger structures

provide the image content. Wavelet transformation
consist of two main steps namely DWT and IDWT
(Inverse DWT). DWT segments a digital signal into
EPRs and the ability to exchange health information high frequency quadrant and low frequency
electronically can help you provide higher quatityd  quadrants. The low frequency quadrant is split mgai
safer care for patients while creating tangible into two more parts of high and low frequencies and
enhancements for your organization [34]. EHRs helpthis process is repeated till the signal has begrety

providers better manage care for patients and geovi decomposed. In watermarking, generally 1-5 level of

OF PROPOSED

Discrete Wavelet Transformation (DWT) of image
Iproduces the multi-resolution representation ofgena
multi-resolution representation provides a simple

2.2 Advantages of Electronic Patient Records

better health care by[34]; decompositions is used. The reconstruct of the
o original signal from the decomposed image is
*  Providingaccurate, up-to-date, and complete performed by IDWT. Several types of wavelets exist

information about patients at the point of care  for decomposition. Some examples include Haar,

] ) . Daubeschies, Coiflets, Symlets, Morlets, Mexicam Ha

coordinated, efficient care. application of DWT divides an image into four sub-
) o _ ) bands (Figurela), which arise from separable

*  Securelysharing electronic information with applications of vertical and horizontal coefficient
patients and other clinicians The LH, HL and HH sub-bands represents detailed

features of the images, while LL sub-band represent
the approximation of the image. To obtain the next
coarse level, the LL sub-band is further be
decomposed (Figure 1b), thus resulting in the 2llev

wavelet decomposition. The level of decomposition
performed is application dependent. The presenkwor
considers decomposition up to two levels.

» Helping providers more effectivetliagnose
patients, reduce medical errors, and provide
safer care

* Improving patient and provider interaction and
communication, as well deealth care

convenience.
«  Enabling safermorereliable prescribing 1] 2 3
LL1 | HI2
» Helping promotdegible, complete 3 1
documentation and accurate, streamlined coding
and billing
LH3 | HH4
« Enhancing privacy and security of patient data 6 7
»  Helping providersmprove productivity and {“} I- Level (b) 2- Level

work-life balance.
Figure 2: Wavelet Decompositions[33]
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3.2. Arnold Scrambling Transform (AT)

Scrambling transformation [4] as a means
encrypted technology is applied in the pretreatme
stage of the watermarking, after scrambling
transformation, one meaningful watermarking will
become a meaningless, chaotic image. If you do n
know the scrambling algorithm and keys, the attacke
cannot recover it even if he gets the watermarking=
from the embedded watermarking. And thus plays a

role of secondary encryption. Additionally, afterFi9-4. A. Watermarked Image. B Extracted
scrambling transformation, it will upset theWatermark.

relationship between the space locations of piaats ] ]
make it evenly distributed in all space of the igarr Arnold Transform has special property that given
image. This will improve the robustness of thdMage comes to its original state after specifimhar

algorithm. Two-dimensional Arnold ~ scrambling ©f iterations. These specific number of iterations
transformation is defined as follows: termed as ‘Arnold Periodicity’. Hence Arnold

Transform is used as efficient technique for insieg
security in watermarking schemes [31].

Y| |11
Y nmnd N .12,1’E{U:L21"'~B"T‘1]

. )
v 120y 4.( g’ROPOSED SYSYTEM

Wherein, x, y is the pixel coordinates of the arali 4.1. Framework of proposed system

space. x, y IS the p]xel coorpllnates after lterat Following figure shows the work structure of
computation scrambling; N is the size of thegroposed system

rectangular image, also referred to as a step numb |
By the above formula the corresponding invers~

transform formula can be obtained [4]. | Watemmatkl | | Watermark) |
(EPR. (Logo)
Y| \1Txl ) =0 =
) mdV xye{0l2-N-]
'L.‘ 1‘2 '}J -
Preprocessing Preprocessing
. if required . if required
It is easy to restore the original initial state@ucling
to the corresponding iterations.
Arnold 'Fransfor_mati(_)n_ is c_yclical, Whe_n iterate &o '.Appl'_\-'Amold ' '.Appl'_\-'.mold '
step, will regain lorlglr_wal image. So if you do not Transform Transform
know cycle and iterations, you will not be able tc ' '
restore the image. Therefore, cycle and iteratzars
exist as a private key. Meanwhile, different image
because the desired effect is different, iteratior . i i ] 'E bed both
H . . moead bo
should also be changed according to your need. Medical Host Preprocessing watermarks using
Image (noise removal) DWT -
|
Watermarked Image |

Fig.5. Proposed system work structure.

Fig.3. A. Watermark 1. Hospital Logo.
B. Arnold scrambles of hospital logo
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5. EXPERIMENTAL RESULTS

This section reports the result obtained for oresu
set. Similar results were observed for all otheages

also. The cover image, watermarkl and 2 images an| i
extracted image with PSNR value is shown inFgurf o .._....l
710 10

Fig.7 shows gray scale base images of size 512x 5fig. 9. Extracted watermarkl and watermark2.

which is as host image.

Tablel.Results for CT scan and MRI Imaging

Type of CT Scan MRI Imaging
I maging Imaging

Size 512x512 512x512
MSE 0.2991 0.1370
PSNR 53.37db 56.76db

6. CONCLUSION AND FUTUREWORK

Focus will be given on Dual methodology for
developing the Medical image watermarking system
as it can combine the advantages of EPR data hiding

— . . for Less storage space and avoid detachment along
| [ = . with logo watermark for authentication. And additiv
b security is maintained by applying Arnold transform

on both the watermarks.

Experimental results proved that the proposed
algorithm is efficient in terms of quality and faetr,

the results also proved that storing watermarkagusi
DWT and Arnold Transform provides more
robustness to the proposed technique. The present

i work uses gray scale images of image.md dataset.
Fig.8. shows the logo as watermarkl and the secorflo embedding process when tested on various

watermark is EPR. as shown in fig.8.b. The algatith oo \qarq images performed watermarking

was tested on more standard images and other gigyherceptibly and no visible traces or distortions

scale images. Figure.6-9 shows few more exampleg§ |4 pe noted in the resultant watermarked copies.
and results for image watermarking. For objective measurement of the quality of the
watermarked images. PSNR was measured. And the
results for various test cases showed that PSNkesal
are even better.

Proposed system uses DWT approach for embedding
the watermark, instead of DWT use of Complex
Wavelet Transform (CWT) will make the system
more robust.

Fig.7 A. Watermarkl. Logo. B. Watermark2 EPR
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